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Introduction

The Levels of Information System Interoperability (LISI) Maturity Model was designed to provide a process for determining interoperability needs, assessing the ability of specific information systems to meet those needs, and selecting pragmatic solutions and transition paths for achieving higher states of capability and interoperability.  In order to be effective, the LISI process needed an automated means to readily collect pertinent information regarding system capabilities, process that information, and produce reports in support of interoperability assessment.  Thus, the LISI team developed a web-based tool, called Inspector, to support the interoperability assessment process.

Inspector 1.0 is a web-based tool for capturing, manipulating, and analyzing information technology (IT) system characteristics in context with any x-y coordinate-based reference model (e.g., LISI Capabilities Model, DII COE Runtime Environment Compliance Levels, ISO-OSI Protocol Stacks).

Inspector receives inputs via a system survey questionnaire. Users register system characteristics by selecting (clicking) the appropriate responses to the questions.  Answers are stored in a table from which data can be used to create a set of reports.  Users can create new questions via an administrative tool built to operate within a standard web-browser.  Questionnaire data is maintained in a "meta-data" format -- eliminating the need for additional software development to extend the data collection range, function, or purpose of a questionnaire. Thus, new questions can be added "at-will" whenever the user determines that additional detail is needed. Users can also develop multiple survey questionnaires relating to almost any aspect of IT systems.  Questionnaire responses are directly shared within the database. As a result, data being entered into the any specific survey (e.g., LISI) is automatically entered into the other surveys (e.g., DII COE, OSI).  Inspector also provides the ability to import and export data.  Data extracts are constructed as comma-delimited text files that can be sent using most standard Email programs.

Inspector generates reports that reflect the information captured in the surveys.  Reports are available to describe single systems and support comparisons between multiple systems.  These products can be based on any of the user-defined x-y coordinate-based reference models included within the tool.  For example, LISI-oriented reports currently available include; Generic Interoperability Profiles (one system), Specific Interoperability Profiles (intersection of two systems), Composite System Interoperability Profiles (intersection of three+ systems), System Interconnection Matrices, System Input/Output Tables, Interoperability Assessment Matrices, and Interoperability Comparison Reports.  Additional information concerning these reports and the various aspects of the Interoperability Maturity Model can be found in the C4ISR Architecture Working Group Final Report, Levels of Information System Interoperability, dated 30 March 1998.  The document is available on the World Wide Web at the following URL address: http://www.c3i.osd.mil
This document presents a brief overview of Inspector 1.0.  The overview covers Inspector’s:


· Functional Components – the Survey Questionnaire, the Multiple Survey Capability, Reports, the Question Builder, Data Exchange capabilities

· Evolution -- Software Enhancements and Questionnaire Revisions

· Hardware and Software Requirements

· Access Procedures

Functional Components

Inspector provides functionality in several key areas, including database management, user input of system data, customization and use of the survey questionnaire, and output and presentation of reports for comparative analysis of the system data.  Inspector provides a database management environment to manage information concerning both the systems being evaluated and the information contained within the questionnaires and their relationships to the x-y coordinate-based reference models (e.g., LISI Reference Model).  The system information includes administrative data such as system name, organization, point of contact, and version.  It also includes a compilation of the interoperability characteristics of each system as captured through use of the system surveys (e.g., LISI, MSTAR).  Questionnaire information is used to present the surveys in a user-friendly HTML format, and is captured through an administrative HTML interface.

Survey Questionnaire

The survey interface portion of Inspector allows users to input information describing their systems through a questionnaire.  Each survey consists of various questions regarding system characteristics within a web interface that allows users to input system information by selecting (clicking) the appropriate responses to the questions.  Answers to the questions are then registered as responses in a table from which data can be used to create a set of reports.

Inspector currently provides the ability to utilize multiple questionnaires relating to almost any aspect of information technology systems.  Inspector provides this capability by using a common "front-end" for questionnaire-formatted data that is facilitated through a simple, web-based, survey presentation and data collection module.  Information can then be structured between surveys so that it is directly shared within the database. As a result, data being entered into the LISI questionnaire is also automatically entered into the other surveys as appropriate. For example, by "marking" the presence of TCP/IP in the LISI Survey, it is also entered into the DII COE Runtime Compliance Assessment Questionnaire (a COE Level-1 requirement) and is likewise properly registered as a Layer-4 protocol in the OSI Reference Model.  Similarly, information about a particular USMTF message format entered into the LISI survey is also entered into the USMTF CCB Functional Analysis Survey and the Mission Needs Statement (MNS) Requirements Profiler.  

There is really no limit to the level of detail that can be entered into a survey questionnaire. During this past year the breadth and depth of the questionnaire database within Inspector has grown substantially.  The level of detail regarding system implementations has also improved dramatically. Inspector currently contains approximately 220 questions covering a wide range of topics. These questions now contain over 3,000 possible answers that are currently composed of over 12,000 individual response fields (primarily check boxes or selection list elements with other entry places provided for text answers if needed).

The following paragraphs present a brief overview of the most extensive system survey questionnaire currently contained in Inspector – the LISI system survey questionnaire – as a basis for discussing the features of the questionnaire module.  The LISI questionnaire, when printed to a flat file, currently runs about 180+ pages.  Current questions within the LISI Procedures attribute address the following subject areas:
  

· What implementation or enterprise directed standards are being followed?

· What is the system's security profile; which specific security standards are implemented?

· To what degree has DII COE compliance been attained (if applicable)?

· What information exchange requirement agreements have been attained within particular domains, within the DoD Enterprise, across-government agencies, and within multi-national forums?

Within the Applications attribute, questions are used to evaluate many different application selections including such areas as word processing, briefing development packages, tabular spreadsheets, imagery display tools, map display tools, and what collaboration capabilities exist -- to name a few.

The two LISI attributes that presently contain the greatest amount of detail are Infrastructure and Data.  The questions for infrastructure start by identifying what simple interactions exist between systems (e.g., one way or two-way communications) and progress through radio, networks, and types of bands, local area networks, wide area networks, and finally multi-level secure configurations.   The Data attribute covers the spectrum from proprietary data protocols, through advanced heterogeneous data products (i.e., .doc for Microsoft Word or NITF-2) to full database model implementations (examples: C2-Corps, MIDB and the CADM). 

Other specialized areas of the LISI survey that have been added or expanded include:

· Simulation and Modeling (i.e., all DIS PDU message formats)

· Formatted Message Exchange (some examples: USMTF, JVMF, ADIL)

· Tactical Exchange Formats (some examples: TADIL A,B,C, and J)

· Data LINK Requirements (i.e., LINK-16)

· LAN and WAN Protocols (TCP/IP, 3COM, Banyan Vines, IBM. Apple...)

Although the LISI Interoperability Survey is growing larger on the whole, any one system typically answers only a small subset of these questions. The questionnaire is organized hierarchically so that only those questions that relate to the capabilities being registered for the system need be answered.  For example, systems indicating Link-16 on a higher-level question would answer additional 8 questions that would not be shown to other systems that do not indicate Link-16 capability. Likewise, there are 16 questions about USMTF composed of over 400 different message formats which are shown only if "USMTF exchange" is asserted on a higher level question involving what message formats are supported within the system.

Conversely, there are a number of situations where extending a LISI survey to collect more detailed data may not be the most practical or desirable.  Take for example the challenging area of assessing structured databases for interoperability.  For database interoperability to be assured between two systems their "logical" and "physical" database models must be identical; otherwise, some form of translation is taking place between them to normalize the exchange.  Any translations, re-mappings, or conversions of data during database exchanges have a potential negative impact on interoperability between systems.  It is possible to use the LISI questionnaire builder to define a question for every table, field, and valid-value for data within a database model.  This approach however is not a very practical or even desirable way for collecting and assessing this type of interoperability information--especially for robust databases that may contain hundreds of tables.  A better method for this type of interoperability analysis would be to use a specialized product for doing direct database comparisons by accessing the raw meta-data contained within the commercial database product.  Two example software programs designed to do this form of analysis are the DoD developed package DART, built by NRAD for the Navy, and the commercial program developed by ERWIN.  Each of these programs have the ability to directly access the internal database structures of most common commercial DBMSs to automatically compare and identify any differences between two or more database models--this comparison is done all the way down to the valid-values level.  It is the results derived from this form of analysis that should then be entered into LISI (i.e., if the database structure used by system X is compatible with a defined database model Y then a "checkmark" should be entered within the LISI questionnaire confirming the condition).  LISI is then able to support this comparison between any system-pairs that have independently registered their database analysis in order to determine which data models they have in common for the potential exchange of information.

Multiple Survey Capability

The ability of Inspector to operate multiple IT surveys provides users (e.g., DoD) with a powerful new capability and a common front-end for working with Program Managers (PMs) and system developers anywhere in the world.  This will ultimately reduce the survey time impact to PMs who are often required to answer repetitive data requested from multiple organizations.  Now data calls can exploit the existing data since Inspector is configured to provide credit for a single answer across all appropriate questionnaires.  This process will also improve data quality and integrity since all system-related data collection surveys, as well as external architecture development tools such as InterPro, can now derive their answers from a common database source located within Inspector.  When the next requirement for a "data call" occurs within an organization, the opportunity now exists to rapidly create the questionnaire using the Inspector administrative module and have it up and operating on the web within a very short timeframe.  Most importantly, the new data collected is already directly associated with each system and all the previous data collected about the system is immediately available for reuse.  This is a capability that does not exist anywhere else within DoD or commercial community today.

Reports

Inspector generates reports that reflect the information describing the systems.  Reports are available to describe both single systems and to describe the interactions between multiple systems.  These products are the result of the structured analysis capabilities inherent within the tool.  For example, the LISI interoperability assessment reports currently available include:

· Generic Interoperability Profiles (one system)

· Specific Interoperability Profiles (intersection of two systems)

· Composite System Interoperability Profiles (intersection of three+ systems)

· System Interconnection Matrices

· System Input/Output Tables

· Interoperability Assessment Matrices

· Interoperability Comparison Reports


Additional information concerning these reports and the various aspects of the Interoperability Maturity Model can be found in the C4ISR Architecture Working Group Final Report, Levels of Information System Interoperability, dated 30 March 1998.
Question Builder

The most developed part of Inspector is the customization and use of the questionnaire.  This area manages the set of survey questions that are used to collect system information.  Inspector currently provides a means for creating new questions through the use of an administrative tool built to operate within a standard web-browser.  Inspector administrators can add and modify questions through an HTML interface.  These questions then appear in the completed survey.  

Maintaining questionnaire data in a "meta-data" format totally eliminates the need for any additional software development simply to extend the data collection range, function, or purpose of a questionnaire. As such, new questions can be added "at-will" whenever additional detail is needed to properly differentiate a particular condition between systems.  For example, a set of questions were recently added to the LISI Survey to differentiate the various formally defined "cases" (message configurations) that can be sent internal to particular JVMF message formats. Not every JVMF message format required this depth of comparison.  Another example involves infrastructure communications protocols where an entire group of questions has now been added to provide a means of identifying nearly every form of commercial, network based, communication protocol pertaining to local and wide area networks.  This particular set of questions supports both the detailed analysis of "protocol" interoperability within the LISI survey as well as identifying the specific conditions met within the 7-Layer OSI Reference Model.  

Data Exchange

With the delivery of Inspector 1.0, organizations are able to import and export system data using a common process.  For example, many of the participating organizations are undertaking the implementation and integration of the LISI database into their architecture databases. This is an option that organizations should consider as a means of improving the data collection for systems, which could then be exploited further within other tools such as the InterPro architecture tool.  If this integration is accomplished, the information about IT systems can then be easily transported between Services and Agencies using standard Inspector database extracts.  These extracts are constructed as comma-delimited text files that can then be easily sent using most standard Email programs.  The use of Email extracts also facilitates the potential exchange of data from unclassified to classified systems via existing firewalls and guards already available should the need arise.

Inspector Evolution

As a result of use in supporting interoperability and architecture-based assessments encompassing some 15 organizations and 60 key systems during the FY98 – FY00 time frame, Inspector has reached a level of maturity sufficient to warrant its:


· Routine use across all DoD organizations

· Formal incorporation into the acquisition-cycle process and the Service and Agency architecture development realm

· Use within the testing community

Inspector 1.0 includes five system surveys:


· LISI Survey

· DIICOE I&RTS version 3.1 Survey

· DIICOE I&RTS version 4.0 Survey

· OSI Survey

· USMTF Functional Survey

Each survey has its own structure and question set.  The LISI Survey focuses on the four interoperability attributes: Procedures, Applications, Infrastructure, and Data.  Both DIICOE Surveys cover the 12 - to - 13 functional areas identified in the I&RTS versions. The OSI Survey contains a structure based on the OSI Reference Model (including major protocol suites).  The USMTF Functional Survey covers each USMTF functional area.  The additional questions increase the breadth and level of detail of the subject material.

Inspector’s evolution from a prototype to an operational capability has been driven primarily by expansion of the LISI Survey.  The DIICOE and the OSI Surveys are both relatively new items.  The USMTF Survey is a restructuring of USMTF messages by functional area (they are listed in the LISI Survey by USMTF message number).  In all cases where a response option is common to questions in multiple surveys, when that response is checked in one survey, it will automatically be checked in all other applicable surveys.  The OSI, USMTF, and some of the DIICOE Surveys contain questions with response options in common with each other and with the LISI Survey.  Both DIICOE Surveys contain the entire set of DII COE “Run Time Specifications.”  The initial DIICOE Version 3.1 Survey incorporated a sample subset of the “Run Time Specifications” for DIICOE Version 3.1, but was later expanded to incorporate the entire Specification set.  The DIICOE Version 4.0 has incorporated all of the “Run Time Specifications” for DIICOE Version 4.0 (Draft).  The Open Systems Interconnection (OSI) Survey contains a structure for detailed communications analysis.  This survey covers a host of communications parameters, including modulation, data rate, multiple access techniques and protocols. The protocols constitute a very large portion of the survey, which now includes the most prominent protocol suites currently recognized in the military and commercial environments.

Inspector Hardware and Software ConfigurationS


The following hardware and software configurations are recommended for installation and operational use of Inspector.   These components and services must be installed before Inspector can operate correctly.

Hardware

Although Inspector can be successfully operated on less capable hardware system configurations, the software demands of Windows NT/Server and the Cold Fusion Server are likely to result in unsatisfactory performance.  The recommended hardware configuration is:


· 400 MHz Pentium Processor

· 256 Mbs RAM (512 Mbs recommended)

· 500 Mbs+ free space

· CD-ROM or ZIP drive available to the server

Software

Operating System:

Presently, Inspector has been verified and configured for Beta testing on only one operating system.  The Inspector software was written in a 4GL that is already compatible with many other Unix environments but verification testing has not been conducted.  The current validated operating systems are:

· Windows NT Workstation or Server 4.0 Service Pack 4 or higher (See “Optional capabilities” below for recommendations regarding use of Microsoft OS if intending to extract architecture diagrams.)

Installed Packages:

The following commercial software packages are needed in order for the INSPECTOR software to function:


· Cold Fusion 4.0 Server, Allaire Corp.  http://www.allaire.com
· A Web Server compatible with Cold Fusion  (Microsoft IIS 4.0 or Peer Server and Personal Web Server, Netscape Enterprise and FastTrack Servers, Apache)
The minimum versions of useable web browsers that are verified to work properly with Inspector are:


· Netscape 4.0+

· Microsoft Internet Explorer 4.0+

Optional Capabilities: 

One of the capabilities provided within Inspector is an ability to produce an extract and perform an automated update of architecture diagrams for import and use in NetViz (or soon to be Aperture).  These products are only available at present for Microsoft Windows-95+ configured machines.  Currently, individual workstation licenses are required for operating these applications.

The following optional commercial software package have been certified for use with Inspector:

· NetViz 3.0+ (Pending implementation: Aperture)

Inspector Access Procedures

The procedure for users to access Inspector to review and enter data on their respective systems is described below.

Steps for Accessing Inspector to Review and Enter System Data

	Step 1.  Using your browser, access the following website: http://lisi.mitre.org/lisi (this URL accesses the MITRE server, replace with the specific URL for your site)

	Step 2.  When challenged, enter the system’s user-id and its password (this password allows only authorized users to edit the system to which they are assigned).

	Step 3.  Highlight the desired survey in the choice box, then press the “Select Survey” button on the bottom of the page.

	Step 4.
To review & update a system survey “click” on the “Update” text.

	Step 5.
No special action is required on the “Inspector Search Page.”  Simply press the “Search” button at the bottom (users may need to scroll down in small browsers).

	Step 6.
Use the mouse to “click” on the specific system you are authorized to edit.  Use the scroll bar on the right to pan down.  Once a system has been selected (usually highlighted in a dark color), press the “Access Data” button at the bottom of the page

	Step 7.
The REGISTRATION DATA page for the system should now be showing.  The frame on the left side of the browser holds a set of buttons used to access various portions of the data contained within a survey.  Update the registration page and use the “Submit” button at the bottom of the page (if needed).  If the Submit button is not showing, you do not have the proper access to edit this system—contact the system administrator or lisimail@mitre.org to report the problem.

	Step 8.
Inspector now presents the top-level questions for the survey selected by the user.  Answer each question by “clicking” the appropriate item (e.g., check box, radio button) and/or making text entries.  After reviewing and modifying as necessary any check-boxes or typed in text, press the “Submit Question Data” button at the bottom.  A “next” group of questions that are driven by the first responses will automatically be presented each time the “submit” button is pressed if more questions apply.  When the last questions within the survey have been answered, a “Thank you” page will show on the right frame.  The left frame of each survey page provides buttons that allow the user to access specific “Categories” of questions – these are intended as a user aid in focusing questionnaire access/editing efforts.

	Step 9.
Repeat step 8 for all applicable question sets, one at a time, until the “Thank you” page for each appears.

	Step 10. Please send an email to lisimail@mitre.org when the data review and update has been completed.



















































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































